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NEOnet SECURITY OVERVIEW 

Our Security Commitment 
NEOnet is committed to safeguarding the data and systems that support our operations and the needs of our 
customers. Our information security program is based on the security and privacy control framework 
established in NIST Special Publication 800-53 Revision 5. Controls are applied using a risk-based approach 
appropriate to the systems, services, and information NEOnet manages. 

This document provides a customer-facing overview of NEOnet's security practices. It is intended to support 
security reviews, procurement activities, and customer due diligence without disclosing sensitive internal 
control details, system configurations, or audit workpapers. 

CORE PRINCIPLES 

Protect Detect Respond & Recover 

Safeguard systems and information 
through access controls, encryption, 
risk management, and security 
policies. 

Maintain awareness of security events, 
vulnerabilities, and changing threats 
through monitoring and regular 
assessment. 

Use established incident response and 
recovery processes to contain, 
remediate, communicate, and restore 
services. 

Security Practices 

Governance, Risk & Compliance 
NEOnet maintains security policies and practices designed around the NIST SP 800-53 Rev. 5 control 
framework. Risk assessments are used to maintain awareness of evolving threats and to identify appropriate 
safeguards across systems, networks, and operational processes. 

Access Control & Identity Management 
Access to systems and information is limited to authorized users based on business need. NEOnet uses 
access controls and administrative practices intended to support least privilege, appropriate authorization, 
and protection of sensitive information. 

Data Protection 
NEOnet prioritizes the protection of sensitive and personal data through safeguards that include encryption, 
access controls, secure handling practices, and regular review. Security measures are applied in accordance 
with regulatory requirements, contractual obligations, and accepted security practices. 

Network & System Security 
NEOnet applies layered safeguards to protect the confidentiality, integrity, and availability of systems and 
network services. Security practices address system configuration, access restrictions, network protection, 
vulnerability risk, and ongoing operational security. 

Vulnerability & Risk Management 
NEOnet regularly evaluates risk and potential vulnerabilities affecting its technology environment. Findings are 
assessed and addressed based on risk, operational impact, and the criticality of affected systems or services. 
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Security Monitoring & Logging 
Security monitoring and logging support the identification and investigation of suspicious activity and security 
events. Events are evaluated and escalated in accordance with established operational and incident response 
processes. 

SECURITY OPERATIONS & ASSURANCE 

Security Practices, continued 

Incident Response 
NEOnet maintains incident response practices based on NIST guidance to support the identification, analysis, 
containment, remediation, and recovery of security incidents. Communication with affected parties is 
incorporated into response activities when appropriate. 

Business Continuity & Recovery 
NEOnet incorporates resilience, continuity, backup, and recovery considerations into the operation of critical 
services. These practices are intended to reduce disruption and support timely recovery following operational 
or security events. 

Personnel & Security Awareness 
Security is an organizational responsibility. NEOnet maintains policies, procedures, and awareness practices 
intended to ensure personnel understand their responsibilities for protecting systems, accounts, and 
information. 

Third-Party & Supply Chain Risk 
NEOnet considers security risk when working with third-party service providers and technology partners. 
Vendor and service relationships are evaluated in the context of the systems, information, and services they 
support. 

Continuous Improvement 
Security is an ongoing process. NEOnet reviews and updates policies and practices as technologies, threats, 
business requirements, and security guidance evolve. 

ASSURANCE 

Assessments & Independent Reviews 
NEOnet periodically evaluates the effectiveness of its security controls through internal review and 
independent assessment. Independent audit and assessment activities may include examination of controls 
relevant to specific systems, services, or customer requirements. 

Security Documentation & Customer Requests 
NEOnet recognizes that customers may require information regarding our security controls as part of their 
own risk management, regulatory, procurement, or audit obligations. This Security Practices document is 
intended to provide an overview of the administrative, technical, and operational safeguards maintained by 
NEOnet. 
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Confidential security materials. Certain security assessments, audit reports, system documentation, control 
descriptions, network information, and related materials contain confidential or security-sensitive information and 
are not made publicly available. Requests for additional security or compliance documentation are evaluated based 
on the specific business, regulatory, or audit requirement and may be subject to confidentiality and distribution 
restrictions. 

Questions 
For questions regarding NEOnet security practices or to request additional compliance information, please 
contact the NEOnet helpdesk. 

NEOnet is dedicated to protecting the privacy, security, and availability of the information and 
services entrusted to us. 
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